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After Action Report:
Operation Unfriendly Skies 

North Dakota State University 

Exercise Details:
Exercise Name:

Operation Unfriendly Skies
Exercise Date:

Wednesday, April 14, 2010 - 3:00pm – 5:00pm

Exercise Location:

North Dakota State University Memorial Union, Mandan Room

Exercise Evaluation Group:

Ready Campus Initiative

Exercise Mission:

· General orientation to exercises
· Test basic assumptions
· Raise awareness of challenges with situational awareness
· Examine response challenges and activities

· Examine continuity of operations activities
Exercise Scenario Type:

Plane crash impacting the Industrial Agricultural Communications Center (IACC) building; the major data and communications hub of North Dakota State University

CMRT Participants:
	Name
	Department

	Florija Ajdari
	Ready Campus Initiative

	Dustin Jensen
	Ready Campus Initiative

	Breanna Koval
	Ready Campus Initiative

	Alex Cole-Corde
	Ready Campus Initiative

	Bill Burns
	Counseling Center

	Becky Koch
	Ag Communication

	Scott Walden
	VPRCATT

	Mike Borr
	UP&SO

	Dan Klenow
	Sociology, Anthropology, and Emergency Management

	Jolean Pederson
	UP&SO

	Marty Hoag
	ITS

	Jeff Gerst
	ITS

	Rian Nostrum
	Residence Life

	Vance Gerchak
	Telecomm

	Bruce Frantz
	Facilities Management

	Carol Cwiak
	Ready Campus Initiative

	Donna Morrison
	Student Health Services

	Kevin Schindlbeck
	Facilities Management

	Absent Departments
	

	Student Activities
	

	Finance and Administration
	

	General Counsel

	

	University Relations
	

	HR and Payroll
	

	Enterprise Computing and Infrastructure
	

	Student Life
	

	Academic Affairs
	


Scenario Summary:
A small private jet crashes into the Industrial Agricultural Communications Center (IACC), a major data and communications hub of North Dakota State University.  Shortly after the crash, the building partially collapses and is captured live by national news media.  
Weather forecast: 50 degrees with sustained wind speeds of 15-30 mph (W/SW) and gusts of up to 45 mph expected during the day (wind advisory in effect).
Scenario Timeline: 
Thursday, April 22, 2010; 11:00 AM CST - Thursday, April 22, 2010; 11:25 AM CST
Scenario Interject 1:  11:05AM

· University Police dispatch receives a series of 911 calls stating that a plane hit the IACC building.

· A caller outside the building said the plane hit the building at full speed and now is on fire and appears to be fragmented with pieces on the ground and in the building. The building has a gaping hole on the north side between the 2nd and 3rd floor. 

· Callers that were in the building report thick smoke in the building and a strong smell of fuel. They also report that parts of the north side of the building where the plane hit seem to be collapsed and they can hear people crying for help.

· A faculty member outside the building reports that there are many people coming out of the building who seem to have injuries.

· While on the phone with one caller, dispatch hears a loud explosion. After the explosion the phone appears to have been dropped and all dispatch can hear is screaming and crying.
Situational Awareness - 11:05am

What do we know now?

· Plane hit the building

· There’s been an explosion

· Fire

· Injured people

· Partial collapse

· Smoke, smell of fuel

· There are still people in the building (Range Approx. 257 to 400)
What can we safely assume?

· Injuries/Deaths

· Media is coming

· Fire is spreading

· Incident became Federal because of the plane and federal occupants (Crime scene?)

· The fuel capacity is high because it just took off.

· Additional damage to Hultz Hall

· Communication will be affected

· Impact on greater campus community/statewide/national
Where and how can we acquire additional information?

· Talk to witnesses on sidewalk

· Airport (FAR)
· Account for who is safe and who is missing

· Surveillance

· Look for failures occurring in systems

· Contact people in surrounding area/buildings

· Find out whether other buildings are being evacuated

· Contact registrar to determine what classes/people are in the building

· What information can we supply to first responders?
What do you need to do right now?

· Bill Burns (Student Counseling Services):  Get mental health support on-scene

· Becky Koch (Extension Services): Supervisor’s role over employees in building – evacuate Morrill.

· Mike Borr(Environmental Health and Safety):  What chemicals are in buildings and what areas have already been impacted.

· Jolean Pederson (Safety Office):  Head to the EOC.

· Marty Hoag(Information Technologies):  Counting people at assembly site.  Supply any information to First Responders.

· Jeff Gerst(IT):  “ “ Determine how to evacuate.

· Rian Nostrum(Residence Life):  Are students with injuries going back to their rooms/homes?  How are they going to be intercepted so they get the property mental/medical care?  Ensure that staff is available to take phone calls and intercept student.  Employees may be victims as well.

· Kevin Schindlbeck (Facilities):  Assist with evacuations.  Look at trades people, landscape, grounds crew to stand by if heavy equipment or assistance is needed.

· Vance Gerchak(IT):  Monitor systems to see if communications is impacted – identify phones not tied to system (Qwest).

· Bruce Frantz(Facilities):  Air handlers should be shut down, turn power off in building, cooling for Hultz also goes down, how is research going to be impacted?  Look for emergency generators to have available.  Explosion – are there sprinklers?  Water running someplace?

· Donna Morrison (Student Health Services):  sending medical personnel to establish initial triage site.
Scenario Interject 2:  11:10AM

· Hector Tower reports a Cessna Citation Mustang (private jet) took off from the Fargo Jet Center at Hector International Airport at 11:02 AM with five people aboard (four passengers and one pilot). 

· Voice correspondence was initiated by the pilot of the Cessna about a minute after take-off, but all that was received was “Mayday” and then communication was lost. 

· The tower notified FAA authorities, NDSU Police, and the Fargo Fire Department that a plane had gone down on the NDSU campus (notification occurred at 11:10). 

· Reason for the crash is unknown.  The jet was fully fueled.  The passengers on the private jet were investors from Dubai and the flight plan filed indicated they were going to Chicago.

Situational Awareness – 11:10am

What do we know?

· Small plane

· 5 People were in the aircraft

· Problems within 1 minute of takeoff

· A better idea of scale/magnitude – smaller impact than larger plane – less fuel
What can we assume?

· People in the plane are probably dead
Where and how can we acquire additional information?

· FAR-What was the planes origin into the area?

· FAR-Who were the people on the plane?

· FAR-How much fuel did the plane hold?
What needs to be done immediately? What is your role in responsive actions?

· UP&SO Establish initial perimeter – CERT volunteers, Police and Cass Evac?

· Block off Bolley, Centennial, Albrecht

· Facilities Grounds Staff setting out barricades

· Contact local bus service to begin evac

How is information being managed?

· Joint Incident Command with Fargo Fire and UP&SO
· UP&SO Call Center initiates NotiFind message to Faculty, Staff and Students
· PIO would be based out of the EOC and would establish JIC for all outside media
Scenario Interject 3:  11:20AM

· Local press is on the campus and feeding live to their parent stations.

· Videos of the IACC are already on the national news having been filmed on cell phones by those at the scene. Footage of injured and dead students, staff and faculty has been captured. 

· National news agencies are speculating that this was perhaps a foiled terrorist attack. 

· Hundreds are flocking to the campus to see for themselves what is going on.  Roadways into the campus are becoming congested.

· Life Flight needs a location for landing and a transport protocol to be established. 

· NDSU and Fargo PD Dispatch are inundated with calls seeking information about those who were in IACC at the time of the explosion.

· Cell phone volume is so high that it is difficult to get calls in or out.

· At 11:25 AM during rescue operations and a live feed on national media outlets, the damage to the 2nd and 3rd floors causes the 4th, 3rd, and 2nd floors to collapse in a domino fashion on to the 1st floor computer labs, classrooms, and atrium area.  Responders and victims were still in the building at the time of the collapse.

Situational Awareness - 11:25am

How has the additional information affected responsive actions?

· No more responders will go into the building as it is not safe.
What changes or additional focus areas have arisen?

· More deaths, including first responders from the community.

· Collapse caught on tape – on national news media.
What operations or services are currently interrupted?

· Research labs

· Transportation logistics

· Ag Statistics

· Technology
What is presently threatened with interruption?

· Classes – when will they resume?  How far will classes be away from the scene? 
What actions can be taken to circumvent or limit interruption?

· Enact Departmental Continuity of Operations Plan

Evaluation:
Strengths:

· Active participation by departments present

· Willingness to acknowledge shortcomings

· Ability to identify roles and responsibilities
· Good inter-departmental involvement

· Increased awareness of other department’s roles
· Overlaps and interplay between departments
Primary Areas of Improvement:

· Increased participation from absent departments
· Proactive approach to alleviate shortcomings
· Develop and practice plans
· Continuity of Operations (COOP)
· Identification of outside agencies to develop Mutual Aid Agreements 
· Medical
· Sheltering
· Mental health services
· First responder agencies
· City resources
· Emergency stockpile
· Food
· Water
· Supplies:  medical, equipment, cleaning, etc.
Conclusion:
In conclusion, during the course of this exercise we found the departments in attendance to be active in their participation and offered input freely.  It was encouraging to see department leadership was knowledgeable not only with the operating procedures of their respective departments but also with other department roles and responsibilities as well.  This is exceptionally important as a holistic understanding of the entire university infrastructure has been found to increase the emergency response and recovery to a disaster.

Another high point in this exercise was the manner in which the department leadership offered up and or identified planning gaps or shortcomings within their operational structures.  This is extremely important as it gives us a deeper understanding of how we can benefit each department from a planning perspective. 

Although this exercise was successful for the reasons stated above, there were a number of areas of improvement identified.

First, and of the highest importance, we did not have full attendance from every Crisis Management Response Team department.  Non-involvement in CMRT activities negatively impacts the CMRT in primarily two ways. 1) The absent department runs the risk of missing out on information which may decrease the overall capacity for their respective department to respond to or recover from a disaster.  2) This failure may, in turn, may cause a catastrophic impact to the critical infrastructure of the institution. 
It is strongly recommended that each CMRT department sends a delegate from their department to participate in CMRT activities.  If a department cannot commit personnel to attend, it is recommended to contact their Ready Campus Initiative contact for a full briefing.

The second area of improvement identified during this exercise was differential gaps in procedures to remedy the exercise scenario.  
 It is recommended that departments exhibiting gaps work with their respective Ready Campus Initiative contact or the UP&SO for assistance in remedying these potential pitfalls.

Third, it was discovered that by, virtue of vulnerable population alone, NDSU (as well as most college institutions) runs the risk of having its resources’ (departmental, physical, intellectual) quickly depleted or overextended.  

It is recommended that each department identifies outside agencies with the capabilities to supplement the department’s critical responsibilities.  It is also strongly recommended that the department enters into a formal Memorandum of Understanding (MOU) with identified agencies to ensure priority assistance in case of a disaster impacting the entire community.
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