SECURITY AND COMMUNICATION NETWORKS
Security Comm. Networks (2012)
Published online in Wiley Online Library (wileyonlinelibrary.com). DOI: 10.1002/sec.597

REVIEW ARTICLE

Comparative study of trust and reputation systems for
wireless sensor networks

Osman Khalid', Samee U. Khan', Sajjad A. Madani?, Khizar Hayat?, Majid I. Khan?,
Nasro Min-Allah?, Joanna Kolodziej®, Lizhe Wang®, Sherali Zeadally® and Dan Chen®

North Dakota State University, Fargo, ND, U.S.A.

COMSATS Institute of Information Technology, Islamabad, Pakistan

Cracow University of Technology, Cracow, Poland

Center for Earth Observation and Digital Earth, Chinese Academy of Sciences, Beijing, China
University of the District of Columbia, Washington DC, U.S.A.

China University of Geosciences, Wuhan, China

o o A W N =

ABSTRACT

Wireless sensor networks (WSNs) are emerging as useful technology for information extraction from the surrounding environ-
ment by using numerous small-sized sensor nodes that are mostly deployed in sensitive, unattended, and (sometimes) hostile
territories. Traditional cryptographic approaches are widely used to provide security in WSN. However, because of unattended
and insecure deployment, a sensor node may be physically captured by an adversary who may acquire the underlying secret
keys, or a subset thereof, to access the critical data and/or other nodes present in the network. Moreover, a node may not
properly operate because of insufficient resources or problems in the network link. In recent years, the basic ideas of trust
and reputation have been applied to WSNs to monitor the changing behaviors of nodes in a network. Several trust and
reputation monitoring (TRM) systems have been proposed, to integrate the concepts of trust in networks as an additional security
measure, and various surveys are conducted on the aforementioned system. However, the existing surveys lack a comprehensive
discussion on trust application specific to the WSNs. This survey attempts to provide a thorough understanding of trust and
reputation as well as their applications in the context of WSNs. The survey discusses the components required to build a
TRM and the trust computation phases explained with a study of various security attacks. The study investigates the recent
advances in TRMs and includes a concise comparison of various TRMs. Finally, a discussion on open issues and challenges
in the implementation of trust-based systems is also presented. Copyright © 2012 John Wiley & Sons, Ltd.

KEYWORDS
trust; repute; WSN; trust and reputation systems

*Correspondence
Samee Khan, Electrical & Computer Engineering Dept, 1411 Centennial Blvd, North Dakota State University, Fargo, ND 58102, U.S.A.
E-mail: samee.khan@ndsu.edu

1. INTRODUCTION

significant advantages over traditional methods, WSNs
have to overcome various security problems because of

Wireless sensor networks (WSNs) consist of thousands of
tiny embedded computers known as motes. Each mote is
equipped with a specific type of sensor to sense informa-
tion from surrounding environment. The collected infor-
mation is relayed from sensor to sensor, using a secure
multihop routing protocol, until the data reaches the de-
sired destination, known as sink, as shown in Figure 1.
At the sink, the data aggregation and analysis takes place
[1,2]. The WSN technology has applications in many
areas, such as industry, environment, seismology, con-
struction, transportation, military warfare, traffic control,
and agriculture [3,4]. Despite their quick deployment and

Copyright © 2012 John Wiley & Sons, Ltd.

the possibility of the presence of one or more faulty and
malicious nodes in the network. A sensor node is always
at risk of being compromised by an adversary, who may
capture the node’s cryptographic keys. Such an attack is
also referred as insider attack [5] in which an adversary
node would appear to be a legitimate member of the
network. Once a sensor node is captured, an adversary
may sniff and inject packets with falsified data that may
compromise the node’s data integrity. The adversary may
reprogram the sensor node to carry out various tasks that
may eventually prove detrimental to the overall system.
Therefore, security and privacy challenges of WSN must
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Figure 1. A wireless sensor network consists of numerous autonomous nodes where each node collects data from environment and
sends to a sink for analysis by the user.

be addressed to prevent the system from turning against
those for whom the system has to render benefit. Although
external security attacks on WSN may be countered by the
use of cryptographic techniques, cryptography is not that
effective against the internal insider attacks by the malicious
node. In addition, the nodes are constrained by their limited
resources in the form of processing capability, bandwidth,
and storage. Therefore, the nodes cannot support the
heavy computations of cryptography-based protocols. The
aforementioned limitations necessitate the design of security
protocols that are resource economical, provide acceptable
degree of protection at node-level decision making, and meet
the security demands of the application.

One approach that has gained global recognition in pro-
viding an additional means of security for decision making
in WSNs (i.e., to trust a node for communication or not) is
the trust and reputation monitoring (TRM) system. TRM
deals with the problem of uncertainty in decision making,
by keeping the history of a node’s previous behavior
(repute). A node is trusted and will be forwarded with the
packets only if the node holds a good repute; otherwise, the
node will be considered untrustworthy. TRM provides a
natural choice for security in open systems—the Internet
and social networking—for being computationally tractable.

For the past few years, there has been much research in
the area of TRMs for WSNs [6-16]. In the literature, the
concepts of trust have been applied to various network layers
to enable the nodes to take appropriate decisions in identify-
ing the adversaries. Numerous surveys have been conducted
on the subject in various network domains [17-26]. In
[17,18,23], the authors restricted their analysis to various
trust models in the context of mobile ad hoc networks
(MANETS). In [21,24], the authors discussed different
applications of trust in a general wireless communication
environment, whereas in [22], the authors presented an
overview of trust applications in various other domains (not
specific to WSN). In [25], the authors surveyed the trust
protocols for secure localization in WSN. The authors in
[26] compared some TRMs, but most of the techniques
presented in the paper are not recent. In [20], the authors
indicated some best practices in developing a trust model

for WSN, but the thorough discussion is lacking on actual
working of the models referenced in the paper.

Most of the aforementioned surveys focus on either trust
application for MANETs or other domains but do not
specifically target WSNs. In contrast, this survey attempts
to address these deficiencies and provides a focused study
on the application of trust and reputation in WSNs. We
describe in detail how a TRM is modeled, what major
elements a TRM is made of, and what phases are involved
in modeling a TRM. Through various examples, we illustrate
how trust and reputation have the potential to be effective for
providing an increased security in WSNs, along with the
cryptography. After providing a general understanding of
trust and reputation modeling, we compare some of the latest
proposals for TRMs. The survey highlights the important
characteristics of selected TRMs and discusses their pros
and cons.

The rest of the survey is organized as follows. Section 2
presents an overview of the current network security techni-
ques followed by an introduction to trust and reputation. This
section further discusses the security threats a WSN may
encounter. Section 3 treats the TRM in detail by exploring
the various components. Section 4 presents a comparison
of various state-of-the-art TRMs with a taxonomy presented
in Section 5. The hot open issues and recent challenges in the
implementation of trust-based systems in future-generation
WSNs are discussed in Section 6. The paper is concluded
in Section 7.

2. SECURITY, TRUST, AND REPUTATION

In a computer network, it is very important to control the
authentication and authorization of data and services. Using
authentication, only valid users must have access to the
system, and only those resources should be allowed to a user
for which the user is authorized. Similarly, to maintain the
confidentiality and integrity of data, some form of data
encryption/decryption using techniques such as cryptogra-
phy may also be required (Figure 2). Much research has been
done to ensure a secure and reliable communication among

Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
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Figure 2. The various services in terms of security provided by
cryptography technique.

the network devices, and many security protocols have been
devised. In this section, we first present a brief overview of
the existing security methods and then discuss the notions
of trust and reputation and their applications in WSN

2.1. Security

In practice, to ensure the secure communication among
devices, cryptography is considered one of the most reliable
tools. Cryptographic protocols are designed to securely
encrypt data for safe transfer across a network, by using
some cipher (encryption algorithm) to generate a cipher text
(encrypted data). Normally, the encryption is carried out
using some secret key(s), known to the sender and/or
recipient. The two basic approaches of cryptography are the
following: (i) symmetric key cryptography and (ii) asymmet-
ric key cryptography [27]. In the symmetric key cryptogra-
phy, both sender and receiver share a commonly shared
secret key that is used to encrypt and decrypt the data. In
contrast, the asymmetric key cryptography implies the use
of two different keys: (i) public key and (ii) private key.
The sender encrypts the message by using recipient’s public
key, and the recipient decrypts the message by using private
key. The popular algorithms for the asymmetric key cryptog-
raphy are Rivest, Shamir, and Adleman [28] and Diffie—
Hellman [27].

In WSNs, the symmetric key cryptographic techniques
are mostly used, and the most commonly referred crypto-
graphic protocols are elaborated in Table I. The sensor node

Trust and reputation systems for wireless sensor networks

authentication is usually performed by the use of hash func-
tions and digital signatures. The application of asymmetric
cryptography is limited to secure the distribution of light-
weight secret keys, shared among the participating nodes.
This is because asymmetric key cryptography requires
intense mathematical computations beyond the capability
of a sensor node that is limited because of lesser resources,
be it processing, space, or battery power. Even if all
sensors have sufficient memory and processing power,
the necessary cryptographic procedures and primitives
based on the symmetric and asymmetric protocols are
usually too expensive for the most resource-constrained
network devices.

An interesting method of improvement of the well-known
cryptographic server or base station-based solutions was
proposed by Dutertre et al. in [29]. The authors defined the
autonomous key-management services that allow to share
the small sets of secret keys among the neighboring sensors
and improve the scalability of the system (the number of keys
required does not increase with the network size). Xiao et al.
presented in [30] a detailed survey and taxonomy of key
management methods in WSN classified into seven main
categories, namely, (i) single network-wide key, (ii) pairwise
key establishment, (iii) trusted base station, (iv) public
key schemes (elliptic curve cryptography), (v) key predistri-
bution schemes, (vi) dynamic key management, and (vii)
hierarchical key management.

Despite all that significant volume of research that has
been published and implemented [31,95] in the domain
of the effective key management in WSN, it seems that
cryptography still may not be sufficient to provide complete
security to the sensor nodes. Therefore, in many realistic
approaches, some additional security layer is required. In
the next subsection, we discuss the usage of trust and reputa-
tion as a supplement for the current cryptographic security
mechanisms.

2.2. Trust and reputation

In recent years, TRMs have emerged as useful methodolo-
gies for the provision of security in WSNs. The use of the
words “trust” and “reputation” is commonplace in our daily
lives. The repute of a person is established from previously
performed actions. If a person is consistently honest, then

Table I. Example proposals, from the literature for cryptographic security implementation of VWSNs.

Proposal Description

SPINS [569] Provides data confidentiality, authentication, and freshness (SNEP) and authenticated broadcast (WTESLA)
TinySec [60] Provides security at the link layer and is implanted on TinyOS

SERP [61] Use of cryptographic keys to authenticate an event report

TinyPK [62] Use of RSA public key techniques for security on TinyOS

SEF [63] Message validation through multiple-keyed MACs and additional filtering in sink node

INSENS [64] Use of hash-chained MAC to secure the routing

WSN, wireless sensor network; SNEP, secure network encryption protocol; RSA, Rivest, Shamir, and Adleman; MAC, message authentication code;

SPINS, security protocols for sensor network; SERP, secure event reporting protocol; SEF, statistical en-route filtering; INSENS, INtrusion-tolerant routing

protocol for wireless SEnsor NetworkS.
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with time, his or her reputation would be good, and every-
body would trust him or her. The same concept is applied
in TRMs; a node will prefer to interact with a well-reputed
neighboring node. In the context of WSNs, from different
literature resources, one can find various definitions of trust
[32,24], all with the same implications.

In practice, frust is defined as how much a node matches
the expectations of another node. The concept of trust is
especially important in an environment where there is some
degree of uncertainty. In WSNss, the nodes are always at risk
of being compromised by an adversary. The most common
applications of trust in WSNs include, but are not limited
to, malicious node identification, secure routing, secure
cluster head selection, and secure data collection [33].

In contrast to trust, the term reputation may be defined as
the global perception about a node of being trustworthy, or
otherwise, in a network [24]. The reputation is the
collective trust opinion of other nodes about the behavior
of a subject node. In other words, reputation may be under-
stood as the trustworthiness of a node [34]. Repute is the
measure of belief in a node that cannot be physically quanti-
fied through discrete values. Moreover, the reputation is used
to perform statistical prediction of a node’s behavior. In
TRMs, the repute is usually represented as R;—the
reputation of node j is computed by node i. Unlike trust,
the reputation is computed and stored as a probabilistic distri-
bution [6,35-37]. In a network, each sensor node maintains
the repute of neighboring network nodes, in a data structure,
called a reputation table R7; (reputation table for node i) [6].
We will explore different methodologies used for measuring
trust and reputation parameters in Section 3.

2.3. Characteristics of trust

The notions of trust and reputation originated from the field
of social sciences that studies the deportments of human
communities. To better understand, we must know certain
characteristics that the “trust” must have.

* Asymmetry: Trust is unidirectional and asymmetric,
that is, if Person A trusts Person B, then it does not
necessarily imply that B trusts A.

Subjectivity: Trust is subject to the expectations one

person has from another. The opinion that Person A

holds about Person B depends on two factors: (i) how

well Person B is responding to the queries of Person

A and (ii) how much of extra demanding Person A is.

Assume that a community’s common opinion about

Person B is that Person B is well behaved. However,

it may still be possible that Person A holds quite an

opposite opinion about Person B because of the
former’s more demanding nature. Therefore, Person

A’s trust is subject, probably, to the high expectations

that Person A has from Person B.

* Partial Transitivity: Trust may or may not be transi-
tive. If Person A trusts Person B and Person B trusts
Person C, then it is not necessary that Person A would
trust Person C (and vice versa). This scenario indicates
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that Person A might have quite a different degree of
trust from Person B’s trust assessment of others. To
have trust on the trust assessment of a Person X is also
called the credibility of Person X [38]. Credibility is
an important factor for the establishment of trust in a
system with no central trust management.

» Context Sensitivity: Whenever Person A establishes a
trust opinion about Person B, the opinion also depends
on the context Person A has formed that opinion [24].
For example, Person A might trust Person B in some
task 7. However, Person A may not trust Person B in
tasks 7, and 73. Therefore, the context must also be
considered on the basis of which Person A will hold a
trust rating for Person B.

In Figure 3(a,b), we graphically define the properties
intransitivity and subjectivity, respectively. Figure 3(a) indi-
cates that the transitive relationship cannot hold in the case of
trust, where A and B, and B and C may trust each other but A
and C may not. In Figure 3(b), A has higher trust rating for B
in one task but has lower trust rating for B in another task.
Figure 3(c) gives a summary of the various characteristics
of trust discussed in the preceding paragraphs.

In daily life, we find the applications of trust wherever
decision making is involved. Trust and reputation is
applied in various domains, especially when the entities are
interacting in a network. The network may be a social
network, a simple computer network, or any other advanced
form. Trust has been applied by researchers in various
domains, namely, (i) peer-to-peer (P2P) systems, (ii) grid
computing, (iii) opportunistic computing, (iv) e-commerce,
(v) social networking, and (vi) WSNs. A few proposals on
application of trust in specific areas are indicated in Table II.

In P2P systems, the network consists of distributed
equally privileged peers that may share the disk partitions,
processing resources, and computation workloads (e.g.,
P-Grid, Freenet, Usenet, and Kazaa) [39]. There is no central
authority to regulate security and protection measures among
the peers. Moreover, the peers frequently join and leave the
network. Therefore, the network is vulnerable to various
security threats by malicious peers. Aberer and Despotovic
[40] devised a repute computation technique for P2P
systems. In the technique, repute is computed on the basis
of a peer’s behavior in earlier transactions with other peers.
The probability that a peer may cheat is computed by
applying data mining techniques and statistical data analysis
techniques on an agent’s previous transactions.

In grid computing, a network of loosely coupled
heterogeneous systems is designed by the use of
(middleware) software libraries [41]. The workloads on a
grid are generally noninteractive. Apart from a local infra-
structure, a grid may be designed by using computing
resources provided by individuals (volunteers) outside the
organization (e.g., Berkeley Open Infrastructure for Network
Computing). A drawback of such approaches is the fact that
the participating nodes may not be exclusively trustworthy.
Therefore, the designers of the grid system must employ
some security measures, such as the integration of trust and

Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
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Figure 3. Various characteristics and attributes of trust.

Table Il. Application of trust and reputation in various domains.

Area References
E-commerce [65-71]

Social networking [72-75,47,76,77]
Peer-to-peer systems [78-83,40]

Grid computing [84-86,42,87,88]
Opportunistic computing [44,89-92]

reputation, to identify the nodes producing the false and
misleading results. Papalilo and Freisleben [42] presented a
scheme for applying the trust factor in a grid computing
environment. With simple statistical methods used, the devia-
tions in the participating nodes’ behaviors are computed, and
the malicious nodes are identified.

The opportunistic computing provides an opportunity
for communication and computation by exploring unused
computing resources within a network without any prior
knowledge about the location and capacity of the resources
[43]. An opportunistic network is ubiquitous with intermittently

Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
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communicating devices cooperating with each other in cer-
tain tasks by using middleware services architecture. The
middleware services manage disconnections, heterogeneous
computing resources, delay tolerance, and data services.
It is very important to establish a secure communication in
such an environment where devices do not have a priori
information about each other. Trust establishment is one of
the most challenging areas of opportunistic computing [43].
Vinel et al. [44] have discussed the application of trust on
VANETs. The authors have explored the minimum
communication latency required to guarantee trustworthiness
in VANETs by using parameters such as the number of
vehicles and the number of intruders.

In e-commerce, the applications have a centralized
reputation management system [45]. Most frequent uses of
trust and reputation in e-commerce are found in Web-based
online shopping applications (e.g., Amazon.com). In such
applications, the business is performed on the basis of
trustworthy relationship between the buyer and the seller. If
the seller is coming up to the expectations of the buyer, then
more customers would be attracted towards the business. In
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some scenarios, an online seller may hire the services of
some well-reputed third party (e.g., PayPal), which the
clients may trust more. Few systems (e.g., eBay and Yahoo
auctions [45]) employ trust-based ranking techniques in
which a seller’s repute is updated (by a buyer) depending
on the quality of service delivered. Therefore, the buyers
would, in general, prefer to participate in bidding by a well-
reputed seller.

A social networking site is an online application that
allows people to build social relationships, share ideas, and
join various communities on the basis of similar interests
[46]. Trust and reputation systems have also been applied
in various social networking applications. Skopik et al. [47]
had discussed a model to assign trust and reputation for
virtual communities. The model is based on the repute
calculation for the participants of an online discussion forum
(slashdot.org). When a participant posts some comment, then
different viewers rate the comment positively or negatively
and may post the replies. A reply can be further rated and
commented by other users. Therefore, a chain of comment/
reply threads is formed. The parameters, such as the total
replies and the number of replies with positive ratings, are
used to establish the trust opinions about a participant.
Moreover, the participants that are more frequent in posting
comments are assigned more trust ratings. Data mining tech-
niques are applied to extract relations among more trusted
participants and overall reputation of various participants.
However, there are no natural language processing techniques
applied by the authors to verify the quality of the comment.

In a WSN, the securing of each node is very important. A
malicious overtaking of some node may eventually prove
catastrophic and lead to the collapse of the whole network
at worst, beside the disclosure of some vital network infor-
mation. Normally, a node misbehaves if the node either is
hacked or becomes resource deficient. Therefore, prior to
securing a network, we must understand the various types
of node misbehaviors that WSNs may usually encounter.

2.4. Types of node misbehaviors

There are two common types of misbehaving nodes:
(i) selfish nodes and (ii) malicious nodes. A node is
called selfish if the node does not cooperate with another
node because of some resource constraint (such as low
battery). A selfish node may have no intention to cause
harm to the system. There is also a possibility that an
adversary reprograms a captured node to act selfishly.
On the contrary, a malicious node has an intention to
cause maximum harm to the system, even at the cost
of node’s own resources [48,17]. The following are some
basic types of node misbehaviors.

* Black hole: The malicious node advertises that the node
has the shortest routes to the destinations. However,
when the malicious node receives a packet, the packet
is dropped.

e Gray hole: The malicious node may selectively forward
packets depending on the packet type. For example, the
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malicious node may participate in routing by forward-
ing the routing packets. However, the node may not for-
ward active data packets.

* Bad-mouth: A few malicious nodes may collude to
propagate false information about a normal node
[49]. Therefore, the trust rating of a well-reputed node
may decrease.

e False praising: In false praising or ballot stuffing
attack, in sharp contrast to the bad-mouth attack, the
malicious nodes collude to propagate a false positive
information about another malicious node. This
collusion helps the malicious nodes to maintain better
trust ratings and stay longer in the network.

* Routing loop: A captured node may change route
information of the packets that may lead to routing
loops in the network. Too many packets in the
network because of routing loops may cause conges-
tion and denial-of-service problems.

o Wormhole: A group of adversaries may collude to
redirect traffic to a slow link that may cause congestion
and increased latency in the network.

* Packet injection: A packet may be injected, with falsified

data, such as false source and destination identifiers.

Packet delay: A malicious node may randomly delay

the packets received for forwarding. The random

behavior of a node would keep the trust rating of the
node above a certain threshold. Therefore, the malicious
node may not be detected easily.

 Sybil attacks: In such attacks, the node masquerades
its identity to appear as multiple identities to represent
more than one node. Therefore, it is difficult to detect
such a node acting maliciously when the node is
frequently changing its identities.

* ID spoofing: An intruder may alternatively spoof the

source ID of the routed packets, leading to the disrup-

tion of routing. In such a scenario, it would also be
difficult to locate the intruder node.

Transient behavior: A node may alternate between the

roles of being adversary and well behaving (in an on—

off manner) to keep the repute of the node above a

certain threshold. Therefore, the node may not be

screened out as a malicious node.

* Nodes collusion: A node may misbehave with one
group of nodes (cluster) and well behave with another
group. Such node behavior may create an environ-
ment of mistrust between the two groups.

o Selfishness: Low battery is the most common exam-
ple of resource constraint a node may experience in
a WSN. A node with low battery may participate in
the route discovery process. However, the node may
decline participation in the packet forwarding, which
renders the node becoming indistinguishable from
the packet-dropping malicious nodes.

Owing to the ongoing research and continued interest, in the
security of WSN, various computationally tractable models have
been proposed for the TRMs [15,10,13,12,6,7,34,50,35,36,51].
Such models require a lower resource consumption to

Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
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establish a defense system against various security threats
that have been mentioned in the previous paragraphs. In the
following section, we study the internal components and
the operational details of a TRM.

3. TRUST AND REPUTATION
MONITORING SYSTEM

A system that makes the use of trust and reputation informa-
tion to calculate the trustworthiness of a node is called a
TRM. Such a system must be able to judge a node’s misbe-
havior and effectively distinguish between normal operating
and malicious node. In TRMs, the positive and negative
effects of a node’s action are observed. The observations
are aggregated in a specific trust table maintained by the
node. Statistical analysis is performed on the trust table data
to generate the node reputation.

3.1. Bootstrapping

A TRM may be initialized in three ways by considering the
following: (i) each network node as trustworthy, (ii) all nodes
as untrustworthy, and (iii) each node having a neutral trust
rating. The summary of initialization methods discussed in
various literatures is presented in Table III. In each interac-
tion, the trust rating of a node either increases or decreases,
depending on the node’s behavior. The TRM must acquire
and process some information, to be discussed subsequently,
to make the relevant change to a node’s trust rating.

3.2. Observation—firsthand and
secondhand information

In a TRM, the nodes may share two types of informa-
tion, namely, firsthand and secondhand. Firsthand infor-
mation is the node’s personal experience through a
direct interaction with the neighboring node. Alterna-
tively, indirect information is provided to the node by
other nodes on the basis of their own experiences with
the subject node. To understand the aforementioned
definition, we assume that there are four nodes, namely,
A, B, C, and D, in the network. The secondhand infor-
mation node A holds about node B is the information
provided to node A by nodes C and D. Nodes C and
D had the information as a result of some recent direct
interactions they had, with node B. Hence, the second-
hand information is the indirect information node A
acquires from other nodes about another node B, with
which node A is going to interact. In practice, most of
the TRMs use both firsthand and secondhand information
in the system [36]. However, some TRMs only apply to the
firsthand information mechanism [52,53]. Still, some TRMs
only utilize the secondhand information [34].

Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
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3.3. Centralized and distributed trust and
reputation monitoring

If trust and reputation are accumulated and stored by a
single entity in the whole network, then the TRM
is called centralized. Examples of such a centralized ap-
proach in e-commerce are Yahoo and eBay [45]. Alterna-
tively, in a distributed case, the trust accumulation and
calculation task is distributed over all the participating nodes
[13,12,7,34,36,51].

3.4. Trust computation steps

Typically, a TRM performs the following steps for the
computation of trust:

 information collection,

¢ information dissemination,

* information mapping to trust model, and
¢ decision making [48].

3.4.1. Information collection

In this step, the nodes collect the firsthand trust informa-
tion. When a sensor node transmits a packet, the node
observes the neighboring node through a watchdog mecha-
nism. The watchdog mechanism requires that, after sending
the packet to a neighbor, the node must observe the neighbor
in a promiscuous mode, as illustrated in Figure 4, to verify
whether the neighbor has forwarded or intentionally dropped
the packet [13,12,51]. If the neighboring node forwards the
packet, then trust rating is incremented and updated in the
sender node’s database. On the contrary, if the neighboring
node drops the packet, then trust rating is decremented in
the sender node’s database. In a different network setup with
nodes having directional (instead of omnidirectional)
antennas, the watchdog approach may not be as effective.
This is because a neighbor node may forward the packet in
a direction such that the sender node may not be in the path
of the signal.

3.4.2. Information dissemination

In a TRM, the network nodes disseminate their firsthand
information to the neighboring nodes. Such kind of dissemi-
nated information is called secondhand information, as repre-
sented in Figure 5. The use of secondhand information is
beneficial, and the reputation buildup process is faster. This
is because the secondhand information establishes a global
view of trust in the network. The nodes disseminate second-
hand information either proactively, after some fixed time
intervals, or reactively, on the occurrence of some event or
when there is some substantial change in the network.

A node may share only the positive experiences that it had
with neighbors. However, the TRM may become the target
of ballot stuffing or false praise attacks (Section 2.4). Alter-
natively, a node may share only the negative experiences that
may expose the system to bad-mouth attacks (e.g., [50]). In
TRM frameworks [34,36], the nodes share both positive
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and negative experiences. Some reputation frameworks
(e.g., [52]) do not use the secondhand information altogether.
In such systems, the false report attack is avoided. However,
the reputation buildup process may take more time.

Shared information may be /ocal—a node may share the
information only with the next-hop neighbors through multi-
cast [34]. Alternatively, shared information may be global—
each node may share the information with all nodes in the
network. Global information sharing is mostly applied in
MANET:S for the uniform distribution of trust [23,17]. Be-
cause of the node mobility in MANETS, network topology
changes continuously.

In practice, information dissemination is performed by
piggybacking trust information along with the normal
network traffic. The process may involve adding the payload
of trust information on the reply messages and location
request messages. To maintain secondhand information,
each node stores a local copy of the reputation table. Certain
weighting functions may be applied to the raw information to
mitigate the effect of false report attacks [51,34]. Figure 5
shows an example of information dissemination.

3.4.3. Information mapping to the trust model

During this phase, the network nodes combine the first-
hand and secondhand information to generate a trust and
reputation metric. The firsthand information is direct infor-
mation, and not much computation is required to incorporate
firsthand information into the reputation metric.

In contrast, authenticity of the secondhand information
is dubious, and more processing is needed to parse the
secondhand information into the reputation metric. However,
there must be some way to check the credibility of the report-
ing node as it might be the case that the adversary node report
falsely about a normal node. To assess the credibility of the
reporting node, various techniques have been proposed in
the literature. One such technique called the deviation test
has been proposed by Yu and Zhen [24] and is represented
by the following inequality:

| E(Beta(o, ) — E(Beta(or, fr))|=d (1)

where d is a threshold, the value of which is set heuristically.
In the inequality given in Equation (1), « and /3 are the two
parameters of the statistical Beta distribution. The Beta
distribution is applied for decision making in a situation
when some kind of risk factor is involved. Here, o and f
define a node’s good and bad behaviors, respectively. The
expectation value E(Beta(a, f3)) is the measure of the current
trust information node A has about node B, whereas E(Beta
(o, Pr)) refers to the new trust information provided by
some node C to the node A (about node B). The reporting
node C would be considered trustworthy if and only if the
left-hand side of inequality (1) produces a value that is less
than threshold d.

Various TRMs use a variety of statistical models to
evaluate the correctness of the secondhand information,
depending on the application and security requirements.

O. Khalid et al.

The most commonly used approach is the Beta distribution
[50,36] whose probability density function is expressed
using the Gamma function as

P(x) = Beta(a, ff)

= %x“"(l — )P Vo<x<1,2>0, =0

(@3
where o denotes the good behavior and f§ represents the bad
behavior of a node. Equation (2) presents another way of
measuring the consistency of data by a reporting node. As
an example, let us suppose a node B provides the trust infor-
mation to node A for p + ¢ times. If information is consistent
for p times, then P(x) is represented as the probability that
the information would be consistent in the next observation.
If P(x) results in 1, then the reported information is consistent
and authentic; otherwise, the information is considered as
unauthentic information. The other statistical distributions
that are used in practice are Poisson, binomial, and Gaussian
distributions.

Another important aspect in the evaluation of trust is how
much weight factor must be assigned to the recently collected
trust information and the information collected in past. Some
frameworks may assign more weight to the trust information
collected in the past (e.g., [S1]). In the scheme defined in
[51], the authors reported that a node may not receive severe
punishment if the misbehavior is for brief intervals of times.
Such node misbehaviors may occur because of temporary
link failures or some other resource constraints. The
drawback with the past information collection approach is
that, if some malicious node settles itself in the network
and stays undetected for a while, then it may not be easy to
identify such a node because of shorter misbehaviors
performed by the malicious node.

In contrast, some frameworks assign more weight to the
recently reported trust information [36]. This may require
the nodes to continuously contribute to the network traffic
for their survival. In such systems, the node reputation
decrements automatically after a specific interval of time.
Therefore, problems may occur at times when there is low
network activity. In [34], beacon nodes are used to generate
traffic in low network activity areas. The technique prevents
the node reputation from falling below a certain threshold,
whenever there is low network activity.

3.4.4. Decision making

The final step involves the decision-making process. The
decision is based on the precompiled trust values. A decision
may be one of the two binary values, where a “1” means to
cooperate and forward the packet and a “0” means not to
cooperate. Figure 6 graphically illustrates the decision-
making process.

Another aspect that may affect the decision-making
process is the functional reputation of the node. For example,
two nodes A and B are exchanging data in a specific applica-
tion App, such that the application is hosted on node A.
Assume that App is running two services S; and S, Service
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S requires more resources compared with S,. Now, there is a
possibility that, after some time, because of resource
constraints, node A may cease to cooperate with node B for
service S;. However, node A may resume cooperation with
node B for service S,. This implies that node B may have
different trust ratings (functional reputations) for node A for
the two services Sy and S,. In practice, the functional reputa-
tion is implemented by assigning trust rating for each service
that a node is sharing with another node.

4. STATE OF THE ART TRMs

For many years, there has been an ongoing research in the
design of “nature-inspired” protocols, and as a result, consid-
erable achievements in the improvement of communications
and resource conservations in various domains of computer
networks have been observed. The application of trust in
computer networks is also based on such inspiration.
Security researchers develop trust and reputation-based
models by leveraging results from other areas including
mathematics, statistics, social sciences, and computer
sciences. In this section, we discuss some of the existing
TRMs along with their features and operations in detail.

4.1. Collaborative reputation
mechanism [51]

Collaborative reputation mechanism (CORE) is a distrib-
uted trust model, in which reputation is calculated from
the firsthand and secondhand information. Each node
within the system maintains a trust table that holds the
positive or negative repute for other nodes. During the
network initialization, the route discovery is performed
using dynamic source routing [54], and the nodes are
assigned a neutral trust value. After sending a packet for-
warding request, each node operates in a watchdog
promiscuous mode to collect the direct trust value of the
neighboring node. If the neighboring node responds posi-
tively, then the sender increments the positive trust value
for the recipient; otherwise, the node decrements the trust
rating. The indirect reputation of a node is collected by
sending a request to the neighboring nodes and receiving
the corresponding replies. To counter the bad-mouth
attack, a node can only send positive information about
other nodes. The nodes also compute the functional reputa-
tion that determines the trustworthiness of a neighboring
node by utilizing specific functional parameters, such
as routing and packet forwarding. Different weights may
be assigned to different functions, depending on the
application requirements. Finally, the total trust value of
a node is computed by combining direct, indirect, and
functional trust information. If the total trust computed by
node A for node B is positive, then, and only then, will
node A consider node B trustworthy. To survive within
the network, a node must continuously contribute to
network traffic. This is because, after a certain interval of
time, the trust values of nodes decrement to prevent the
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existence of selfishness within the network. CORE gives
more weightage to past observations than the recent inter-
actions. Therefore, if a node fails because of temporary
network problem, then this will not cause a major change
in the node’s overall reputation. However, if a node contin-
uously misbehaves, then the trust rating will decrease until
becoming negative whereby the node will be considered
malicious. The implementation of the functional reputation
by CORE has another advantage. A node may behave
selfishly for a specific task that requires more memory
and high battery power. However, the same node may
behave well for another task with low computational
requirements. Therefore, nodes with scarce resources are
not excluded from the network and keep on interacting
for tasks with lower resource demands.

4.2. Task-based trust for sensor
networks [6]

In this technique, the authors further enhanced the frame-
work proposed by Boukerche and Li [55]. Boukerche and
Li suggested that when an intruder node is detected, then
the intruder is blocked by all of the neighbors, regardless of
the specific task in which the intruder node was misbehaving.
In task-based trust for sensor networks, a node maintains the
task-based trust value of the neighboring nodes. For exam-
ple, when node A communicates with node B, then node A
may perform well in some tasks (e.g., time synchronization
with node B). However, node A may misbehave in other
tasks (e.g., packet forwarding to node B). Therefore, node
B may only block the packet forwarding task for node A.
As a result, the trust ratings are decreased only for a specific
task. The trust metric is computed by using Bayesian
theorem and Beta distribution because of low processing
capabilities of sensor nodes.

4.3. Lightweight secure trust-based
localization [10]

Pandarinath ez al. [10] presented a mechanism to detect
those malicious nodes that may tamper with the location
information of nodes. Each sensor node maintains the
history and normalized count of the nodes traversed by the
packets within the network. A history of most frequently
used paths between the sender and receiver nodes is also
maintained. When a new packet arrives at the receiver, the
receiving node compares the path traversed by the packet
with a predicted path. A large deviation value of the path
indicates the suspected presence of some malicious node.
In contrast, if the packet arrives through the expected path,
the trust counter value (for the source node) is incremented
in the receiver’s trust table.

In the aforementioned scheme, whenever a node needs to
communicate, the node sends the route request packet to the
destination. The route request packet contains the source ID,
destination ID, source location, and message authentication
code (MAC). The MAC value is computed on the basis of
a secret key K, shared between the source and destination
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Figure 4. Description of promiscuous mode. Node A transmits a packet and observes node B in promiscuous mode. \When node B
forwards the packet, a copy of packet is also received by node A that verify the packet contents and then updates the trust rating
for node B.
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Figure 5. Secondhand trust information dissemination.
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Figure 6. Trust computation process. The weights are applied to set the trust thresholds.

nodes. The intermediate nodes, on receiving the message,
extract path information from the packet (the IDs of nodes
traversed by packet) and store path information into the data-
base. The intermediate node then appends the message with
the node’s own ID and new MAC value and forwards the
packet. In this manner, the hop-to-hop security is implemen-
ted. If the route traversed by the packet is within a certain
threshold value of distance, then and only then the destina-
tion node will send a route reply message.

4.4. Ambient trust sensor routing [13]

The ambient trust sensor routing (ATSR) framework
presents a distributed trust management system for the secure
routing of packets among sensor nodes. Each node, within
the network, periodically broadcasts beacon messages to
announce the node ID and the energy of the node. Another
periodic multicast message by the node is the reputation
request message that is sent directly to the neighboring nodes
for the collection of indirect trust (reputation) information.
The neighbors respond with a unicast reputation reply. Each
node maintains some trust metrics to evaluate the

neighboring nodes, namely, (i) forwarding, (ii) remaining en-
ergy, and (iii) distance. The forwarding metric is equal to the
total received packets divided by the total forwarded packets
and indicates whether the neighboring node is forwarding the
packet sent by the source node. After sending the packet to a
neighbor, the node enters into the promiscuous mode to
observe whether the neighbor has forwarded the packet or
not. With the use of the aforementioned procedure, the cred-
ibility of the neighbor is judged for the forwarding metric.

A node combines the direct and indirect trust values to
calculate total trust information. In addition, each node
computes a distance metric with one-hop neighbor nodes
whose value is maximum for the closest neighbor. The
packet is forwarded for routing to the neighbor nodes having
the maximum value of combined trust and distance metric.
Node A can detect a bad-mouth attack by comparing the
reputation response received from node C about node B.
The previous trust value is stored in node A’s reputation table
(direct and combined indirect trust values). If there is a
significant difference between the stored and reported trust
values (by node C), then node C is considered as a vicious
node performing bad-mouth attack.

Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
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The ATSR technique behaves in a similar manner to the
nontrust location-based greedy perimeter stateless routing
(GPSR) protocol [56], provided that there are no malicious
nodes within the network. GPSR selects the closest node to
forward packets. The simulation comparison between ATSR
and GPSR protocols demonstrate that with the increase
in malicious nodes within the network, the packet loss in
GPSR significantly increases. However, when comparing
the packet latency, ATSR has more delays compared with
GPSR due to the alternate route selection process due to
the presence of malicious node in neighborhood.

Energy conservation in ATSR is achieved by considering
the energy metric of the next-hop node before forwarding the
packet towards the node. In this manner, during an estab-
lished session, the data flow may change routes multiple
times to achieve proper load balancing. The technique has
the additional advantage of preventing the network traffic
analysis attack. The emulation results for ATSR illustrate
that, for the implementation of indirect trust mechanism,
the memory requirements may also increase. Moreover, the
nodes’ mobility may increase packet loss. Therefore, if the
node mobility is higher, then the trust buildup will also take
more time within the network.

4.5. Distributed event-triggered trust
management [7]

Liu ez al. [7] suggested a model in which each network node
has a set of modules to parse and store trust-related informa-
tion for the neighboring nodes. A network node maintains a
set of information parameters that consists of (i) a public key
(shared among neighbors), (ii) reputation, (iii) remaining
energy, and (iv) network paths. A Gaussian distribution is
applied for the trust computation. To conserve energy, the
repute update process of the system is event triggered,
instead of relying on periodic broadcasts. A node’s decision
to cooperate with another node depends on the combined
trust (firsthand and secondhand) information as well as the
remaining energy of the node.

The distributed event-triggered trust management model
works in the following manner. If a node A needs to commu-
nicate with node B, then node A inquires about the reputation
information of node B by sending a broadcast message to
neighboring nodes C, D, and E. Suppose node C has the
required information available, node C will encrypt the
information using node A’s public key and will send the mes-
sage back to node A as a unicast transmission. However,
there might be a possibility that node C is a malicious node
that has the public key of node A. Therefore, node A first
checks the credibility of node C by looking into the trust ta-
ble. If there is no entry for node C, then node A discards the
message sent by node C. The other information that may
accompany node B’s trust information is the remaining
energy of node B. Using the aforementioned procedure, node
A receives the (node B’s) trust and remaining energy infor-
mation from nodes D and E. Node A parses the acquired
trust information into a computational metric and applies
some weights (e.g., remaining energy of node B) to the
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information. The information is then passed to a Gaussian
distribution to extract the final trust value. If the resulting
value is above a certain threshold, then and only then node
A makes the decision of forwarding packet towards node B.
Packets may reach node B via nodes C, D or E depending
on which one of the nodes has the maximum remaining
energy.

4.6. Integrated trust framework (iTrust) [12]

The iTrust model is proposed as a distributed trust model.
The model categorizes the network nodes in two types,
namely, (i) monitor nodes and (ii) sensor nodes. The monitor
nodes are responsible for the accumulation of the trust infor-
mation. A monitor node stores and computes the reputation
of all of the sensor nodes in the vicinity. Initially, each sensor
node within the network is assigned a neutral trust rating. A
learning phase is performed during which the monitor nodes
collect information for various parameters from the neighbor
nodes by acting promiscuously. The monitor nodes calculate
trust values for specific parameters and update the trust
tables. At the end of the learning phase, the monitor nodes
publish and share trust tables with neighbor nodes.

When a sensor node A needs to communicate with node
B, node A requests the monitor node for the repute of node
B. Node A then parses the repute of node B into a trust metric
to obtain the final trust value and initiates communication
with B only if the trust value of B is above a certain threshold.
There is a possibility that a monitor node becomes compro-
mised by some adversary and begins to act as a malicious
node. Therefore, a compromised monitor node may perform
the false repute reporting attacks. In the iTrust framework,
the aforementioned problem is handled by the use of first-
hand information within the system. If a monitor node
continuously misbehaves, then the reputation of the monitor
node would gradually decrease, and eventually, the monitor
node would be declared as a malicious node by other sensor
nodes.

4.7. CONFIDANT framework [50]

The distributed trust nature of “Cooperation of Nodes—
Fairness in Dynamic Ad hoc NeTworks” (CONFIDANT)
allows each node in the network to maintain both firsthand
and secondhand trust information about the neighboring
nodes. For network routing, the dynamic source routing
protocol is implemented. After sending the packet to a neigh-
bor, each node in the network enters in a promiscuous mode
to detect the behavior of the neighboring node. Each node in
CONFIDANT scheme consists of four major components,
namely, (i) Monitor, (ii) Trust Manager, (iii) Reputation
System, and (iv) Path Manager. Using the Monitor, when a
node transmits a packet, the node keeps a copy of the original
packet and passively monitors the packet retransmission by
the neighbor to detect any change in the packet content.
Any modification in the packet content is reported to the
Reputation System with an alarm sent to the Trust Manager.
The Reputation System maintains a table that holds node
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entries and nodes’ trust ratings. The trust rating for a node
changes only when there is a significant number of
misbehaviors (as per threshold) performed by the node.
Therefore, a node is not penalized for momentary misbehav-
ior (e.g., link failure).

The Path Manager component of the node serves as a
decision maker. The Path Manager deletes the paths to the
malicious nodes by analyzing the trust rankings and denies
the requests for path by any adversary node. In CONFI-
DANT, when a malicious node is excluded from network,
then the node may reenter the system after a certain timeout.
Therefore, the malicious node may acquire further chances to
attack. However, when the repeated attempts to reenter and
attack reaches a certain threshold, then the malicious node
is permanently expelled from the network.

In the system, different weights are also assigned to the
accumulated trust ratings. A node’s direct observation
about a neighbor is assigned a higher weight as compared
with the indirect trust information. For the information
dissemination, the nodes share only the bad experiences.
Therefore, the indirect trust information is only the nega-
tive information shared between the nodes. However, the
major disadvantage of this approach is that a node may
easily become the target of the bad-mouth attack. If the
nodes collude to perform bad-mouth attacks, then the
whole network may be under threat. There is also an
advantage of sharing only the negative information. The
nodes may never come under the false praise attack that
may help the malicious nodes to act in unison to increase
each other’s survival time in network.

4.8. Robust reputation system [35]

Robust reputation system is an improved version of
CONFIDANT, presented by the same authors (Buchegger
et al.). In the proposed scheme, the authors have included
both positive and negative reputation values to avoid false
praise and bad-mouth attacks. For the computation of
repute, Bayesian framework is used along with the Beta
distribution. Whenever a node receives secondhand infor-
mation, the latter is subjected to a deviation test, the success
of which indicates authenticity of the information. In the
robust reputation system, more weight is assigned to the
recent experience, unlike CORE [51] in which more weight
is given to past experience to preclude a malicious node
from staying longer in the network because a malicious
node may initially behave positively but may start to
misbehave after the establishment of repute. Therefore,
more weight to recent observations would produce more
correct results in predicting node’s behavior.

4.9. Reputation framework for sensor
networks [36]

Ganeriwal and Srivastava [36] proposed reputation frame-
work for sensor networks (RFSN) as a distributed and
symmetric trust framework for the WSNs. The nodes within
REFSN framework share both firsthand and secondhand trust
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information. The other reputation metric a node may main-
tain is the functional reputation. In RFSN, the nodes share
only the positive trust information. A weight factor is applied
to the secondhand information. A higher weight factor will
be applied to the secondhand information received from a
well-reputed node. The trust computation is performed in
RFSN by using the Beta distribution. In the proposed
framework, R,p is the reputation information node A com-
putes about node B. Moreover, nodes A and B have a total
number of a+ b interactions, where a and b are positive
and negative interactions, respectively. The reputation of
node B computed by node A is given by the following:

Rag = Beta(ap™ + 1, B3 + 1) A3)
o = (wage X th) +a )
5 = (Wage X 05) + b ®)

where Wy is the aging factor. The value of w,g is propor-

tional to the duration of stay of node B. In Equation (4),

o™ (the chance that node B has good repute) is computed

by multiplying the weight w,,. with the positive behaviors

op of node B and then adding up with positive outcomes a

of recent interactions that node B performed with A. In the
new -

same way, i is computed using Equation (5). The decision
that a node must cooperate is a binary value 1.

4.10. Distributed reputation-based beacon
trust system trust framework [57]

In a WSN, it is important for the nodes to transmit accurate
location information. A compromised sensor node may prop-
agate incorrect coordinates to keep itself undetected. There-
fore, the application of trust in secure localization of nodes is
imperative. In the distributed reputation-based beacon trust
system framework, Srinivasan et al. [57] proposed a distrib-
uted trust model for secure localization of nodes within a
WSN. The model consists of two major components, namely,
(i) the beacon nodes and (ii) the sensor nodes. Beacon nodes
have pre-identified locations, whereas the location of a sensor
node is computed using a mathematical triangulation method.
In triangulation, a sensor node broadcasts the location request
and enters into a promiscuous mode. On receiving the location
request message, the beacon nodes reply with the coordinates
at which the beacon nodes are located. When the aforemen-
tioned coordinate’s information is received by the sensor node,
the node verifies the information authenticity. The verification
process involves a deviation test in which the sensor node
compares new information with the pre-stored location
information (of the beacon nodes). A low deviation verifies
the information authenticity and the node correctly computes
the coordinates. The distributed reputation-based beacon trust
system model is distributed and each beacon node shares the
location information with the neighboring beacon nodes.
Whenever a beacon node replies to a location request, the
neighboring beacon nodes also increase the trust rating for
the subject beacon node.
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4.11. Agent-based trust and reputation
monitoring scheme [32]

In the agent-based trust and reputation monitoring frame-
work, Boukerch ef al. [32] applied trust and reputation to a
clustered WSN. In the system, each node is installed with a
software component, known as mobile agent, that is respon-
sible for the computation of trust. Whenever two nodes need
to interact, the mobile agents on the respective nodes perform
a one-to-one communication to exchange reputation infor-
mation. To understand the procedure, suppose a requestor
node A needs to interact with a provider node B for some
service. The mobile agent on node A queries the reputation
information from the mobile agent on node B. If the reputa-
tion of node B is acceptable for node A, then and only then
node A interacts with node B. After a certain interaction,
node A generates a trust rating for node B that may depend
on the quality of service provided by node B to node A.
The mobile agent on node A forwards the trust rating to the
corresponding mobile agent on node B, where the new
reputation is updated. Therefore, with an agent-to-agent
direct interaction implemented, there is no need to flood the
network with broadcast reputation request messages. How-
ever, the authors did not comment on how various security
attacks must be countered, when any of the requestor or the
provider nodes are compromised by an adversary.

5. TAXONOMY OF TRMs

In Table III, the taxonomy of various trust models is
presented. The comparisons are made on certain parameters
such as (i) network initialization, (ii) type of observation,
(iii) weight assignment to trust information, (iv) trust compu-
tation approach, and (v) the type of security attacks that are
addressed by the TRM. From the comparisons, we note that
most of the frameworks imply neutral trust rating for the
newly deployed nodes in the network. Moreover, in most
of the presented models, both firsthand and secondhand
information are used in the reputation calculation. In the most
recent models, the recently observed information is given
greater weightage as compared to the past information. The
comparison provides a quick reference to the current trends
in the research and design of various TRMs. In Table IV,
some common strengths and weaknesses for a few selected
TRM:s are discussed.

6. FUTURE DIRECTIONS

Although there is much research work conducted in appli-
cation of trust and reputation in various network domains,
the task is still in evolutionary phases in the case of WSNs,
where node security is the biggest challenge because of
low resources of node. Every proposed TRM has some
limitations and covers only a subset of various issues and
challenges in providing complete security to a WSN. In
this survey, we identified some of the hot issues for
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research in the field of TRMs, which are discussed in the
subsequent paragraphs.

* One of the significant issues in TRMs is the bootstrap-
ping problem. Bootstrapping is the time a TRM may
require for the trust buildup in the network. In practice,
the nodes in a WSN are deployed with some initial
security measures, such as predeployment and key
distributions [58]. However, it may still take some time
to establish a global trust view of the network. This delay
may not be acceptable for time-critical applications.

e Inafew TRMs (e.g., [51]), to survive in the network, a
node must continuously contribute to the network
traffic. Nodes in the low activity areas of a network
may suffer because of their gradual decrease in reputa-
tion. Therefore, a mechanism must be devised to keep
the repute above a threshold in such low activity areas.

¢ In most of the trust models, a node calculates the direct
trust through promiscuous learning mode. However,
when directional antennas are used, the technique
becomes difficult to implement. Similarly, noise may
be another factor that can cause hindrances to watchdog
mechanisms.

* In mobile WSNs, because of the mobility of nodes, the
trust information cannot be symmetric. Therefore,
WSNs are further exposed to security threats, because
of the frequent change of neighbors. Some mobile
nodes with greater resources (acting as beacon nodes)
must be dedicated to hold the security and reputation
information for the rest of the nodes. Therefore, a
choreographic mobility pattern may also be required
by the beacons for the uniform distribution of the trust
information.

e The implementation of trust, in a WSN, may require
additional data structures and resources on each node.
Scalability is one of major challenges for a TRM, and
most of the literature works have not discussed this
issue. Most of the TRMs that we discussed in this
survey use a flooding approach for trust information
dissemination, and this may lead to high traffic over
the network. With the addition of more nodes in the
network, the performance may further degrade. There-
fore, the real implementation of trust and reputation on
a WSN with large number of nodes may be a challeng-
ing task and requires further research in balancing the
trust benefits and communication overheads.

7. CONCLUSIONS

Trust is an important tool for self-configuring and autono-
mous systems, such as WSNs, to make effective decisions
in detecting a misbehaving node. The task of establishing
trust and reputation becomes more challenging when the
nodes are mobile. In this survey, we presented an in-depth
description of trust and reputation to use as a basis for
understanding of the functionality of TRMs. We defined
various cryptography techniques and illustrated the reasons
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why just cryptography is not sufficient to provide complete
security for WSNs. The survey discussed in detail the
characteristics of trust and the different types of misbehaviors
the nodes may perform in a WSN so that a carefully designed
TRM system must tackle all the security challenges. The trust
computation steps and the reputation model buildup pro-
cesses are illustrated with thorough details. An overview of
state of the art of modern TRM systems in WSN is presented,
and the survey is concluded with a concise comparison table
for selected TRMs over various parameters and another
tabular presentation of some strengths and weaknesses for
the selected models.
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