


Sanford Health includes:
Medical Centers: 43 
Clinics: 225 
Long-Term Care Facilities: 22 
Employees: 26,000 
Physicians: 1,360, offering expertise in 81 specialties 



Information 
Technology

2,000 
Servers

300 
Applications

Redundant 
Hot Data 
Centers

30,000 + 
Users

36,000 
Personal 
Devices
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Perimeter

Network

EndPoint Security

Vulnerability Management

Authentication Technology

Physical Security

Application Security



Automated User Provisioning

35,000 
Security 
Access 

Requests

48 Hour SLA

Staffing 
Productivity

IT Governance 
Requirements

Role-Based 
Access

Growth 
Management



HIPPA Risk Assessments
• Scope of Systems
• Data Collections
• Identify and Document Potential Threats and 

Vulnerabilities
• Access Current Security Measures
• Determine the Likelihood of Threat Occurrence
• Determine the Potential Impact of the Threat Occurrence
• Determine the Level of Risk
• Finalized Documentation
• Periodic Review and Updates



Biometric Single Sign-On

• 10,000 Active Clinical Users
• No Click Access
• 65 Profiled Applications
• LDAP Authentication Integration
• Application Auto Launching
• Reduce Help Desk Access Requests




