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RESTRICTED RESEARCH 

SOURCE:  NDSU Faculty Senate Policy 

North Dakota State University (NDSU) fosters an open academic environment that supports scholarly 

activities and public dissemination of new knowledge arising from faculty, staff, and students. The 

university is also dedicated to its public service mission, which includes supporting participation in 

research that may require restrictions on public dissemination due to its nature or funding sources. NDSU 

recognizes the value of such restricted research and the unique contributions it can make to both the 

university and the broader public. To ensure clarity and accountability, NDSU has established a policy to 

define restricted research activities conducted by its faculty, staff, and students and provide associated 

guidance.  

Definitions: 

Restricted Research: Research conducted by faculty, staff, or students where there are contractual 

limitations on open participation in research activities and/or the dissemination of research results. For 

this policy, “restricted research” includes proprietary research, other restricted research, and classified 

research using the general definitions below.  

Proprietary Research: Sponsored research activities where the sponsor or prime contractor asserts 

specific ownership rights over materials, research outcomes, products, or intellectual property and that 

require pre-publication approval or review extending beyond 60 days, with the possibility of an additional 

60 days to accommodate potential patent filings. If sponsored research activities do not impose 

publication or patent restrictions, they are exempt from this policy.  

Other Restricted Research: Any other research projects, agreements, or contracts that impose restrictions 

on who can participate in the project or on the ability of the researchers to share information about the 

project.  This may include research agreements that: 

• Restrict the university from disclosing the existence of a contract or grant, the identity of the 

sponsor or prime contractor, or the purpose or scope of the research; 

• Require pre-publication approval of results or publications; 

• Impose limitations on who in the university community may participate in the research (e.g., limits 

on the participation of foreign nationals) unless such restrictions are imposed by the requirements 

of the export control laws. Restrictions imposed by export control laws are managed by the Export 

Control Office. 

Classified Research: Research that is classified by the Federal Government pursuant to Executive Order 

13526, “Classified National Security Information” that bears security classification levels: “Top Secret,” 

“Secret,” or “Confidential” due to the determination by the Federal Government that release of such 

information is presumed to cause damage to national security. Such information shall be governed in 

accordance with 32 CFR 2001 and 2003, “Classified National Security Information,” and restricts some or 

all the results, procedures, physical access, and personnel working on the project and any guidance 

provided by the Government Contracting Activity (sponsoring agency). Faculty, Staff, or Students working 

with classified research must receive a favorable adjudication from the federal government and receive a 



security clearance equal to or higher than the classification of the program to be considered to participate 

in classified research. 

Approval Processes for University Restricted Research: 

The University may accept restricted research projects and agreements subject to the approval processes 

outlined below: 

a) Proprietary Research agreements that impose prepublication reviews of no more than 60 days (as 

well as an additional 60 days for patent review purposes, if required by mutual agreement) may 

proceed according to normal review procedures.  Agreements requiring longer review periods may 

require approval from the Vice President for Research and Creative Activity (VPR) or designee. 

b) Other Restricted Research projects that restrict the University from disclosing the existence of a 

contract or grant, the identity of the sponsor or prime contractor, or the purpose or scope of the 

research must be approved by the VPR or designee before the application for funding or 

submission of any funding proposal. The University will not accept any research projects that 

impose restrictions that are not consistent with the public records laws of North Dakota. 

c) Proposals or Awards involving Classified Research are reviewed on a case-by-case basis by the 

VPR/designee and the Faculty Senate Research and Consulting Committee (RCC). 

d) All Other Restricted Research projects will be approved through the normal review procedures 

established by the Office of Sponsored Programs Administration (SPA) before acceptance of the 

award.  

Guidelines for Participation in Proprietary or Other Restricted Research: 

In the case of Proprietary Research, it is important to ensure that student progress using associated 

project data for academic credit, graduate thesis, or dissertations is minimally impacted. Graduate 

students must be informed in writing of any potential restrictions on publications or other limitations that 

may affect their progress toward their degree by the advising faculty member.  

The Project Principal Investigator (PI) is informed of any restrictions by SPA after review and prior to 

acceptance of the award. Faculty and staff should review award terms and conditions to determine if the 

associated work can be used by students and what “special requirements” may need to be in place. 

Special requirements may include, but are not limited to, the following examples: 

1) Restrictions on the presentation of proposal/defense to the graduate committee which would 

include the student, advisor, as well as other faculty, staff, and students on campus or the public or 

on the internet. Other special restrictions such as no internet, no windows, no recording equipment, 

limited notes, or limited printed materials, should be considered. 

2) Restrictions associated with export control laws.  

3) Given the potential for publication delay, the project PI shall work with the graduate school to guide 

the student in the “embargo process.”  

To ensure students' progress toward graduation requirements is minimally impacted when engaging in 

Proprietary Research or Other Restricted Research, a plan to handle such “special requirements” should 

be written by faculty, staff, and students and forwarded to their associated department head and the 

NDSU graduate school for acknowledgment, approval, and preparation.   

 

 



Guidelines for Participation in Classified Research:  

To perform Classified Research, specific security and procedural requirements must be met: primarily 

involving facility security, personnel clearances, adherence to information security protocols, and 

compliance with federal regulations. Faculty and staff should consult with the VPR prior to submitting 

proposals to determine if NDSU has the appropriate facilities, infrastructure, and administrative resources 

available for the research.  

The University may permit the participation of faculty members in Classified Research of their choice by 

means of normal consulting arrangements or leaves of absence without pay upon approval of their 

associated Chair/Head/Dean or Director. Refer to policy 152- External Professional activities and policy 

151.1- External Activities and Conflicts of Interest. The University will, under no circumstances, enter into 

any agreement or contract for which the direct purpose of the research results is the destruction of human 

life or the incapacitation of human beings. No academic credit, thesis, or dissertation containing any 

federally classified information will be accepted in partial fulfillment of the requirements for an advanced 

degree.  
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